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A B S T R A C T   

Objective: This research aimed to develop and validate enterprise architecture (EA) requirements to standardise 
digital health (DH) in Uganda’s health system. These requirements were generated from DH challenges identified 
in an earlier prerequisite empirical study that was conducted to explore the feasibility of contextualising existing 
international DH standards to improve data use in Uganda’s health system. 
Methods: The study followed a cross-sectional research design, with the HIV/AIDS and TB disease model as a case 
study. A walkthrough approach was adopted to validate the derived requirements using purposively selected 
participants at national and sub-national levels of Uganda’s healthcare system. Questionnaires (Google forms) 
were used to collect validation responses, while quantitative data was analysed using MS Excel. 
Results: The results show that the respondents agreed with the DH EA requirements for standardising Uganda’s 
health system. The results represent views from 65.67% of the expected participants drawn from all Uganda’s DH 
stakeholders. Although a few respondents (3.3%) did not agree, most (96.7%) agreed with the requirements as-is. 
Therefore, the derived EA requirements are deemed suitable for standardising and strengthening Uganda’s DH 
system. 
Conclusion: Proper implementation of the EA requirements is expected to produce efficient, cost-effective, quality 
and safe digital health initiatives for Uganda.   

Introduction 

Globally, health systems face considerable challenges, such as high 
disease burden, shortage of skilled health workforce, weak governance, 
and population growth [1]. The challenges negatively impact the 
country’s provision of quality healthcare to its population. As countries 
strive to attain the third sustainable development goal of good health 
and well-being for all, more health systems are embracing integration of 
electronic health systems [2]. However, the use of Information 
Communication Technology (ICT) in health has been slow in Low- and 
Middle-Income Countries (LMICs) [2,3] because of challenges that the 
countries continue to experience regards digitalisation of health. The 
adoption rate is set to change with increased demand for health systems 
to provide remote care to patients, especially in emergencies cases. 

Challenges to digital health (DH) exist at different degrees in all 
countries. Globally, countries ranging from high-income to low-income 
categories, experience health digitalisation challenges, including lack of 
interoperability, integration, health data security and privacy fears, 
duplication, non-compliance to standards, governance, and 

fragmentation among others [4–6]. These challenges affect successful 
use of interoperable eHealth systems to support healthcare processes [7] 
which must be addressed through standardisation [8]. A few countries in 
the African region have made some progress towards standardisation of 
their DH environment, namely South Africa, Tanzania, and Kenya 
through development of enterprise architectures for their country’s 
digital health environment. 

The identified problems are more pronounced in LMICs who have 
greater need to apply ICT to alleviate health system problems. As a 
result, governments in LMICs have used the WHO/ITU guidelines to 
frame eHealth strategies and or adjusted their health policies with 
intention to bridge the gaps. Additionally, like developed countries that 
have moved from isolated DH systems to integrated solutions, LMICs 
also embrace DH systems integration to support Health Information 
Exchange (HIE). HIE is set to improve healthcare services’ efficiency, 
cost, quality, and safety [9]. Only HIE can allow healthcare stakeholders 
to access and securely share a patient’s medical information electroni
cally [10]. 

The Government of Uganda recognises that DH can help to improve 
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the delivery of healthcare and has, as such, over the years, put in place 
several policies and strategies to ensure its successful adoption. In 
September 2015, the Ministry of Health (MoH) launched the Health 
Sector Development Plan (HSDP) 2015/16 - 2019/20. This plan which 
was the second in a series of six 5-year-plans aimed to achieve Uganda 
Vision 2040 of a healthy and productive population by leveraging digital 
health, and eventually informed the development of the first eHealth 
strategic plan of 2015/16–2019/220. Also, in 2016, the MoH developed 
an eHealth Policy aimed at attaining the goals and objectives of the 
Second National Health Policy 2010 – 2020 and the National Health 
Sector Strategic and Investment Plan-(HSSIP) 2016/16 – 2019/20 by 
strengthening the national capacity to optimise the management and use 
of eHealth. To date, MoH has updated the digital health strategic plan 
for the period 2020/21 – 2025/26 [11]. The existing DH strategy [12] 
points to gaps that require addressing through a number of strategies. 
Prominent suggestions included building an enterprise architecture with 
contextualised standards to streamline eHealth in the country. In addi
tion, an earlier study conducted in 2020 confirmed that several chal
lenges/gaps still existed [13,14]. To address these challenges, we 
adopted the enterprise architecture (EA) approach as had been advo
cated by other authors [15,16]. 

Several EA frameworks exist, including; The Open Group Architec
tural Framework (TOGAF), Zachman Framework, Federal Enterprise 
Architecture Framework, and Department of Defence Architecture 
Framework (DoDAF) among others [17]. This study used TOGAF 
because it aids the production of EAs that are consistent, reflects the 
needs of stakeholders, employs best practice, and gives due consider
ation both to current requirements and the perceived future needs of the 
business [18]. The EA approach is standards-based. Whereas TOGAF is a 
standard for enterprise architecture, it has a standards information base. 
The list of eHealth standards commonly discussed as a facilitator of 
interoperability and HIE include data, technology, and security stan
dards. The US Office of the National Coordinator for Health Information 
Technology recommends the adoption of digital health standards as 
critical to enabling the secure flow of health information [19]. The scope 
of DH standards that support interoperability and data sharing include 
but not limited to; Semantic/terminology standards, Syntactic/content 
standards, Transport standards, Infrastructure standards, and Security 
and privacy standards. 

While most LMICs especially the African region have not made sig
nificant progress in standardising their DH environments; a literature 
review shows that some of these countries have been successful in 
developing their DH enterprise architectures and adopted some stan
dards for their electronic data capture platforms (commonly for EMRs). 
Jordan, for example, applied the EA approach to identify critical ele
ments and relationships required to develop its national public health 
surveillance system. Using this approach, Jordan was able to identify 
and reduce subsequent risks of fragmentation, duplication and lack of 
interoperability. The approach also enabled Jordan to mitigate the 
application of information and communication technology in an un
planned and unstructured manner [20]. The challenges that were 
addressed in Jordan’s health system, are similar to the current digital 
health challenges for Uganda’s health system. The review also shows 
that Burundi, Kenya, South Africa, Tanzania, and Rwanda developed 
their DH enterprise architectures using The Open Group Enterprise Ar
chitecture Framework (TOGAF) as their foundational model [21–23]. 
TOGAF was adopted by these African countries as a foundation model 
because it provides an Architecture Development Method (ADM) and 
series of resources that could be leveraged in the development of their 
respective architectures. Some of the resources provided by TOGAF 
include; Architecture Principles, Integrated Information Infrastructure 
Reference Model (III-RM), Technical Reference Model (TRM) as well as 
guidelines and techniques for applying the ADM [18]. 

Regarding standards in use, Tanzania has ICD, LOINC, SNOMED CT, 
DICOM, FHIR, and HL7 [24] among others; Kenya’s communication 
infrastructure standards in use include HTTPS POST web services, SOAP 

web services, and SFTP [25]; South Africa’s security/privacy standards 
in use include ISO /TS 22,600–1:2006, ISO/ TS 22,600–2:2006 and 
ISO/TS 22,600–3:2009 [26]. Based on these examples, it is evident that 
these countries have made progress towards standardising their DH 
environments. 

Worth to note is that this paper is part of a broader study that seeks to 
develop a DH enterprise architecture framework to standardise digital 
health for Uganda’s health system. The first parts of the study helped to 
identify challenges/gaps in Uganda’s digital health landscape [13,14]. 
Requirements to address the challenges/gaps were derived and vali
dated among DH stakeholders in Uganda. Authors argue for the need to 
validate requirements to ensure they are correct, complete, and 
consistent before committing to the artefact development [27]. Valida
tion ensures that the requirements meet stakeholder needs for the 
artefact. Therefore, this paper presents a set of validated requirements 
for the DH enterprise architecture for Uganda. These requirements will 
be used to inform the development of Uganda’s Digital Health Enterprise 
Architecture. 

Methods 

The EA requirements for standardising digital health in Uganda were 
derived from the findings of an empirical study that followed a cross- 
sectional research design, with the HIV/AIDS and TB disease model as 
a case study [13,14]. A walkthrough approach was adopted to validate 
the derived requirements using purposively selected participants total
ling to 201 at national and sub-national levels of Uganda’s healthcare 
system as shown in Fig. 1. Out of the expected 201 participants, only 132 
(65.7%) respondents completed the form. 14% were from the national 
level, whereas 86% were from the sub-national level (districts and 
health facilities). 

Data collection and analysis 

To validate the requirements, a questionnaire was developed con
taining the list of challenges/gaps with the corresponding derived re
quirements. Study respondents either agreed or disagreed with the 
suitability (correct, complete, and consistent) of the requirement by 
selecting "Yes" or "No", respectively. The questionnaire reflected state
ments of the requirements’ specifications. The questionnaire was 
uploaded on Google forms for ease of access by identified respondents. 
Participants filled the questionnaire after they had received detailed 
explanations about the statement of the requirements and specifications 
during the stakeholder’s walk-through of 2–3 h virtual meeting/work
shop. Where the participants disagreed with the requirement, they were 
asked to explain why, and or suggest a suitable requirement for that 
challenge/gap. Quantitative data collected was analysed using MS 
Excel. 

Fig. 1. Distribution of respondents by category.  
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Ethical clearance 

The researchers obtained permission from MoH to engage the study 
participants; and ethical clearance from the Institutional Review Board 
(IRB) of the School of Public Health, Makerere University. 

Results 

The results are twofold [1]; requirements for standardising digital 
health in Uganda’s Health System, and[2] validation of these 
requirements. 

EA requirements for standardising digital health (DH) in Uganda 

TOGAF infers that an EA framework should have a vision, goals, 
principles, an architecture development process, and a set of re-usable 
assets (including standards) to be leveraged in developing an EA [18] 
of which this study based on in developing the Digital Health Enterprise 
Architecture requirements. To organise the requirements, we categorise 
them according to TOGAF decomposition of an enterprise, i.e., busi
ness/organisational, data, applications, and infrastructure domains 
[18]. 

Requirements for standardising Uganda’s digital health (DH) organisational 
processes 

Table 1 sub-section (a) presents the requirements for standardising 
all MoH organisational processes that support digital health design, 
implementation and use in Uganda’s health system. These requirements 
broadly relate to establishing guidelines for user involvement in the 
design and implementation of DH, DH governance, compliance with DH 
interoperability standards, health worker capacity building in eHealth 
and legal and regulatory environment. Concerning the guidelines for 
user involvement, guidelines should specify how DH stakeholders at the 
different levels of Uganda’s health system shall be involved in the 
initiation activities (readiness assessment, requirements elicitation, 
capability assessment), adoption and adaptation as well as development 
processes, and implementation of DH. Regarding DH governance, MoH 
should develop and operationalise the DH governance framework that 
specifies the roles and responsibilities of the DH governance bodies and 
processes. The governance framework should stipulate how the Health 
Information and Innovations Research (HIIRE) TWG of the MoH shall be 
empowered to monitor compliance with DH standards at all levels. 
Adherence to DH standards will require the MoH to develop and oper
ationalise a DH compliance framework specifying the critical stake
holders to DH standards compliance monitoring processes, enforcement 
mechanisms and an escalation procedure in case of non-compliance. In 
addition, MoH should establish a roadmap to build the DH skills of 
health workers in eHealth specifying the courses to be undertaken. 

Requirements for standardising Uganda’s digital health data 
Table 2 sub-section (b) shows Uganda’s DH data requirements. The 

requirements relate to the semantic (terminology) standards necessary 
to support data sharing within Uganda’s health system. Semantic/ter
minology standards (i.e., SNOMED, ICD-10, and LOINC) focus on the 
common meaning of data entities across Uganda’s health system. The 
MoH should develop a health data reference model/data dictionary to 
describe data from healthcare processes independent of current indica
tor definitions. The data reference model should be based on con
textualised terminology standards such as SNOMED, ICD, LOINC, 
MeDRA, etc. The contextualised terminology standards should be 
explicit about data coding across Uganda’s health system and imple
mentable using available resources (technical expertise, finance, tech
nology infrastructure etc.). MoH should also ensure that there is a clear 
dissemination strategy for the terminology standards to enhance their 
wide spread adoption. To ensure health data security, MoH should 
officially adopt eHealth data security guidelines to support the core data 

Table 1 
Enterprise architecture requirements for standardising digital health in Ugan
da’s health system.  

Section A: Requirements for Standardising Uganda’s Digital Health Organisational 
Processes 

Requirement 1: The MoH should develop guidelines on user involvement in the 
design, development and implementation of eHealth. 
Requirements Specification 
The guideline on user involvement should specify how users / stakeholders will be 
involved in initiation activities (readiness assessment, requirements elicitation, 
capability assessment), adoption / adaptation / development processes, and 
implementation of eHealth 

Requirement 2: The MoH should develop and operationalize an eHealth governance 
framework to oversee the development and implementation of ICT at all levels of the 
health sector in Uganda’s health system. 
Requirements Specification 
The eHealth governance framework should specify roles and responsibilities of the 
eHealth governance teams as well as the governance processes 
The framework should specify how the HIIRE TWG of the MoH is to be empowered 
and or provided with resources to oversee development, implementation, and 
monitor compliance with eHealth standards 

Requirement 3: HIIRE TWG of the MoH should be empowered to monitor 
implementation and compliance of eHealth standards at all levels 
Requirements Specification 
The technical capacity of the HIIRE TWG of the MoH should be strengthened and 
empowered to monitor compliance to eHealth guidelines at all levels 

Requirement 4: The MoH should develop a compliance framework for eHealth 
standards. 
Requirements’ Specification 
The eHealth standards compliance framework should identify/ specify stakeholders 
to the compliance monitoring process. 
The framework should have enforcement mechanisms for compliance to eHealth 
standards. 
The framework should have criteria for assessing risk of non- compliance with 
eHealth standards 
The framework should provide a mechanism for monitoring and reviewing 
compliance with eHealth standards 
The framework should provide a procedure for reporting level of compliance with 
eHealth standards 

Requirement 5: The MoH should sensitise the health workers on the requirements for 
monitoring compliance and structures for eHealth 
Requirements Specification 
The MoH should develop a roadmap for sensitizing health workers on requirements 
for monitoring compliance and structures for eHealth. 

Requirement 6: The MoH should develop training guidelines for health workers on 
basic ICT Skills and eHealth Information management. 
Requirements Specification 
The specialised eHealth training may include short courses on electronic health data 
coding, eHealth applications development, eHealth data security and privacy, 
eHealth standards, digital health Enterprise Architecture and emerging eHealth 
technologies. 

Requirement 7: The MoH should advocate for digital health courses to be 
incorporated in health workers’ training curricula. 
Requirements Specification 
The In-service training curricula should incorporate short courses on electronic 
health data coding, eHealth applications, eHealth data security and privacy, eHealth 
standards, Enterprise Architecture, Emerging eHealth technologies, etc. 
The pre-service training curricular /training programmes may focus on technology 
literacy and usage skills; literacy in medical and eHealth terminologies; eHealth 
standards; information and data literacy; security and privacy Literacy; digital 
communication; eHealth products and services; regulation and compliance 
(implementation); healthcare business processes; networking and programming; 
and data analytics. 
The MoH should work /collaborate /partner with HEI/Academia to review their 
health sciences programmes to include / accommodate digital / eHealth courses for 
pre-service health workers. 

Requirements 8: Sensitise all relevant stakeholders at national and sub-national 
levels on the data exchange and sharing standards in Requirement 1. 
Requirements Specification 
The MoH should develop a roadmap for nationwide sensitisation and campaigns on 
data sharing and exchange standards at all levels. 

Requirement 9: The MoH should adopt/develop an adoption process/framework to 
streamline eHealth standards take-on process. 
Requirements Specification 
The MoH should develop guidelines on what and how to adopt (harmonise) eHealth 
standards 
The MoH should create legislation and regulatory frameworks that guide adoption 

(continued on next page) 
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security elements of confidentiality, integrity, and availability. MoH 
should tailor the health data security guidelines towards the eHealth 
policy and strategy for Uganda as well as the Data Protection and Pri
vacy Act 2019, and the international information security standards 
such as ISO/IEC 2700 series, among others. These should outline how 
the cardinal principles of confidentiality, integrity, and availability 
(CIA) should guide policies/controls designed to protect health data. 
These requirements are supposed to ensure common data definitions 
and the security and privacy of health data across Uganda’s health 
system. 

Requirements for standardising Uganda’s digital health applications 
Table 1 subsection C presents requirements for the DH applications 

expected to support integration of all DH in Uganda’s health system. The 
requirements stipulate that Uganda’s MoH should develop guidelines to 
regulate the design and development of all DH and that contain 
contextual standards from the internationals messaging standards such 
as HL7, IHE, FHIR and DICOM among others. These standards cater for 
the structuring or formatting of the data that is being shared to ensure 
HIE in Uganda’s health system. 

Requirements for standardising Uganda’s digital health infrastructure 
Finally, Table 1 subsection D presents requirements for standardising 

the digital communication infrastructure. It discusses the minimum re
quirements for the acquisition and maintenance of ICT infrastructure for 
DH, requirements for Internetworking and connectivity provided by 
internet service providers and cost-effective sources of electrical energy 
to power the DH systems. These requirements are expected to guide the 
implementations of DH communication infrastructure capable of sup
porting reliable patient data sharing and HIE. 

Requirements validation results 

Digital health organisational process 
Table 2 shows the respondents’ views regarding the requirements for 

Table 1 (continued ) 

Section A: Requirements for Standardising Uganda’s Digital Health Organisational 
Processes 

and implementation of eHealth data exchange standards 
The MoH should allocate resources for the adoption process for eHealth standards. 

Section B: Requirements for Standardising Uganda’s Digital Health Data 
Requirement 1: The MoH should develop a health data reference model to describe 

data from healthcare processes independent of current indicator definitions. 
Requirements Specification 
The health data reference model should map all healthcare business processes to 
determine relevant data entities. 
The health data reference model should include a class model of the main data items 
(the healthcare process data entities) and their relationships. 

Requirement 2: The MoH should develop a strategy for migrating paper-based health 
records to electronic formats that cannot only be easily stored but also accessible in 
an integrated manner. 
Requirements Specification 
The strategy should stipulate acceptable digital formats for capturing patient health 
data. 
The strategy should stipulate procedure to be followed to ensure that the quality of 
patient data is not compromised during the migration process (i.e. process of 
transforming manual records to the digital formats). 
The strategy should stipulate acceptable forms of electronic health data storage 
devices (hard drive disk, Compact Disc (CD), DVD and Blu-ray Discs, USB Flash 
drive, or tapes) and storage sites such as cloud storage and offsite storage. 

Requirement 3: The Ministry of Health (MoH) should develop contextual 
terminology standards to support sharing of electronic patient data; these should be 
based on the international Health data terminology standards such as SNOMED, 
ICD, LOINC, MeDRA, etc. 
Requirements Specification 
The standards should be explicit about data coding across Uganda’s health system. 
The standards should be implementable using the available resources (technical 
expertise, technology, infrastructure, finance etc.). 
The standards should be well documented and with a clear dissemination strategy. 

Requirement 4: The MoH should officially adopt eHealth data security guidelines to 
support the core data security elements of confidentiality, integrity, and availability. 
Requirements Specification 
The guidelines for eHealth data security should be tailored towards the eHealth 
policy and /strategy for Uganda as well as the Data Protection and Privacy Act 2019, 
and international information security standards such as ISO/IEC 2700 series 
amongst others; outlining how the cardinal principles of confidentiality, integrity, 
and availability (CIA) should guide policies/controls designed to protect health 
data. 
The guidelines should specify a mechanism for monitoring implementation and 
enforcing compliance with health data security controls. 

Requirement 5: The MoH should develop an eHealth information security and 
privacy standard/guideline to ensure all health facilities deploy security and privacy 
measures that protect privacy and confidentiality of electronic patient data. 
Requirements Specification 
The security and privacy standard/guideline should outline how the cardinal 
principles of confidentiality, integrity, and availability should guide policies/ 
controls designed to protect health data. 
The standard should define the full scope of eHealth security and data privacy 
measures that goes beyond physical security to identifying health information and 
related assets plus potential threats, vulnerabilities and impacts. 
The security and privacy standard/guideline should have clear indicators for 
compliance with the Data Protection and Privacy Act. 
The security and privacy standard/guideline should outline how personal 
identifiable data can be protected. 
The security and privacy standard/guideline should have an M&E plan specifying 
how risks faced by health data residing on eHealth systems can be mitigated. 

Section C: Requirements for Standardizing Uganda’s Digital Health Applications 
Requirement 1: The MoH should develop guidelines on eHealth applications 

designing and development to support/aid integration of the eHIS in order to ease 
seamless sharing of patient health data. 
Requirements Specification 
The guidelines should specify a common structure for data capture 
The guidelines should specify modes for linking (sharing) health data from one 
eHealth application with anther applications 
The guideline should clearly stipulate mechanisms for testing and evaluating 
eHealth applications before committing to use. 

Requirement 2: The Ministry of Health (MoH) should develop contextual 
comprehensive messaging standards for electronic patient data; these should be 
based on the international standards for Health Information Exchange (e.g., 
syntactic - HL7, IHE, FHIR, DICOM, etc.). 
Requirements Specification 
The standards should be explicit about data exchange formats for eHealth 
applications.  

Table 1 (continued ) 

Section A: Requirements for Standardising Uganda’s Digital Health Organisational 
Processes 

The standards should be implementable using the available resources (technical 
expertise, technology, infrastructure, finance etc.). 
The standards should be well documented and with a clear dissemination strategy. 

Section D: Requirements for Standardising Uganda’s Digital Health 
Infrastructure 

Requirement 1: The MoH should develop minimum requirements for the acquisition 
and maintenance of ICT infrastructure for digital health. 
Requirements Specification 
The MoH should specify minimum requirements for health facilities and agencies 
for acquiring ICT devices for digital health. 
The minimum requirements for establishing communication infrastructure for 
eHealth (digital health) should be contextual, ubiquitous and secure to enable 
protection, privacy and confidentiality of shared data 
The guideline should specify topologies, protocols, middleware, security and 
privacy mechanisms 
The guidelines should specify a set of administrative, technical and managerial 
actions that should be applied during the lifecycle of the eHealth infrastructure 

Requirement 2: The MoH should establish Memoranda of Understanding (MoUs) 
with Internet Service Providers (ISPs) to provide quality service 
Requirements Specification 
The MoUs should specify terms for zero rating of healthcare services by 
telecommunication service providers. 
The MoUs should specify expected quality of service to support healthcare 
communication in Uganda’s healthcare system 

Requirement 3: The MoH should develop/operationalize a policy guideline on cost 
effective energy alternatives like renewable energies/solar for essential systems and 
equipment for eHealth 
Requirements Specification 
The guideline should stipulate the use of diverse sources of energy focusing on clean 
energy (renewable energy) such as solar, wind, water (hydro), biomass, and 
geothermal that are applicable to digital health.  
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standardising the DH Organisation processes for MoH. Most respondents 
(90%− 100%) agreed that MoH streamline its DH organisational pro
cesses by establishing guidelines for user involvement in DH design and 
a DH governance framework. Additionally, respondents agreed that the 
DH governance framework should have enforcement mechanisms for 
compliance with eHealth standards (97%), criteria for assessing the risk 
of non-compliance (97%) and means for monitoring and reviewing 
compliance with eHealth standards. Concerning the compliance 
framework, most respondents (97%) indicated that the framework 
should provide a mechanism to be followed to ensure compliance with 
DH standards, provide criteria for assessing the risk of non-compliance 
to DH standards and a mechanism for monitoring and evaluating 
adherence to DH standards. Respondents also agreed that the Division of 
Health Information Management (DHIM) at the MoH should consider 
delegating some of its monitoring functions to structures at lower 
healthcare system levels like district and health facilities to lighten their 
responsibilities. This is supported by most (99%) respondents who 
agreed that key stakeholders should be identified to participate in the 
compliance monitoring process. However, the MoH DHIM retains the 
oversight role of monitoring compliance. Also, 94% of the respondents 
agreed that the MoH DHIM should be provided with resources to 
monitor compliance with DH standards at all levels. Regarding capacity 
building, all respondents (100%) agreed that specialised training for 
health workers should include short courses in DH terminology, appli
cation, information security, infrastructure standards, and EA. 99% of 
the respondents agreed that MoH should put in place a roadmap for 
nationwide sensitisation on data standards and that the academia be 
involved in reviewing any training lined up for health workers. On 
enabling a legal and regulatory environment for DH, 99% of respondents 

agreed that MoH should establish guidelines, policies, and laws to sup
port the implementation and use of DH within Uganda’s health system. 

Digital health data 
Table 3 shows the opinions of respondents relating to standardising 

Uganda’s DH data. Majority (94%) of the respondents agreed that MoH 
should develop a data reference model that specifies the data entities 
required for the different healthcare processes to execute. This is further 
confirmed by 89% of respondents, who emphasised that the reference 
model should include a class model of the main data items and their 
relationships. Regarding data migration practices, a majority (99%) of 
respondents agreed that MoH should establish a data migration strategy 
that stipulates procedures to ensure that patient data quality is not 
compromised. The respondents (95%) further indicated that the data 
migration strategy should stipulate acceptable forms of DH data storage 
devices and storage sites. Regarding data standards, 99% of respondents 
agreed they should provide codes for all diseases diagnosed across 
Uganda’s health system. 98% agreed that the data standards should be 
implementable using available resources, while all respondents (100%) 
agreed on the need for a clear dissemination strategy. Concerning health 
data security, 99% of respondents indicated that the security guidelines 
should be tailored to Uganda’s national information security framework. 
Additionally, 99% of respondents indicated that the guidelines should 
specify a mechanism for monitoring and enforcing data security controls 
and define the full scale of DH security and data privacy measures. All 
respondents (100%) agreed that information security standards should 
outline how the cardinal principles of confidentiality, integrity, and 
availability should guide policies designed to protect health data. 

Digital health applications 
Table 4 presents validation results of the requirements for DH ap

plications. Out of the six requirements guidelines for the DH applications 
and corresponding standards, participants unanimously agreed that 
application standards should be well documented with a clear 

Table 2 
Validation results for requirements for organisational processes.  

Requirements for standardising Uganda’s digital health 
organisational processes 

Yes No 

Guideline on user involvement should specify how stakeholders will 
be involved in adoption of eHealth 

99% 1% 

eHealth governance framework should specify roles and 
responsibilities of the eHealth governance teams as well as the 
governance processes 

99% 1% 

MoH’s Division of HIM should be provided with resources to monitor 
compliance to eHealth guidelines 

94% 6% 

The framework should have enforcement mechanisms for 
compliance with eHealth standards 

97% 3% 

The framework should have criteria for assessing risk of non- 
compliance with eHealth standards 

97% 3% 

The framework should provide a mechanism for monitoring and 
reviewing compliance with eHealth standards 

99% 1% 

The framework should provide a procedure for reporting level of 
compliance with eHealth standards 

99% 1% 

MoH should develop a roadmap for sensitizing health workers on 
requirements for monitoring compliance and structures for 
eHealth 

97% 3% 

Specialised eHealth training should include short courses on ehealth 
data coding, applications, security and privacy, standards, & EA 

100% 0% 

In-service training curricula should incorporate short courses on 
ehealth data coding, applications, data security and privacy, 
standards, EA & eHealth technologies 

100% 0% 

Pre-service training curricular should focus on technology literacy 
skills, eHealth terminologies, standards, security and privacy, 
digital comm. & eHealth products and services 

99% 1% 

MoH should collaborate with academia to review health sciences 
programmes to include eHealth courses for pre-service health 
workers 

99% 1% 

The MoH should develop a roadmap for nationwide sensitisation on 
data sharing standards 

99% 1% 

MoH should develop guidelines on what and how to adopt eHealth 
standards 

99% 1% 

MoH should create legislation and regulatory frameworks to guide 
adoption and implementation of eHealth standards 

97% 3% 

MoH should allocate resources for the process of adopting eHealth 
standards 

99% 1%  

Table 3 
Validation results for digital health data requirements.  

Requirements for standardising Uganda’s digital health data Yes No 

Health data reference models should map all the healthcare 
business processes to determine relevant data entities 

94% 6% 

Health data reference model should include a class model of the 
main data items and their relationships 

89% 11% 

The strategy should stipulate acceptable digital formats for 
capturing patient health data 

98% 2% 

The data migration strategy should stipulate procedure to be 
followed to ensure that the quality of patient data is not 
compromised 

99% 1% 

The strategy should stipulate acceptable forms of eHealth data 
storage devices and storage sites 

95% 5% 

The standards should be explicit about data coding across Uganda’s 
Health System 

99% 1% 

The standards should be implementable using the available 
resources 

98% 2% 

The standards should be well documented and with a clear 
dissemination strategy 

100% 0% 

Guidelines for eHealth data security should be tailored towards 
national policies and legislature and Int. security standards 

99% 1% 

Guidelines should specify a mechanism for monitoring 
implementation and enforcing compliance with health data 
security controls 

99% 1% 

Security and privacy standard should outline how the cardinal 
principles of confidentiality, integrity, and availability should 
guide policies designed to protect health data 

100% 0% 

Standard should define the full scope of eHealth security and data 
privacy measures 

99% 1% 

Security and privacy standard should have clear indicators for 
compliance with the Data Protection and Privacy Act 

99% 1% 

Security and privacy standard should outline how personal 
identifiable data can be protected 

99% 1% 

Security and privacy standard should have M&E plan 98% 2%  
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dissemination strategy. 99% agreed that application guidelines should 
specify modes for sharing health data between DH applications, clearly 
stipulate mechanisms for testing and evaluating DH applications, and be 
explicit about their data exchange formats. 96% indicated that the 
application guidelines should specify a common structure for data cap
ture, while 98% said that the guidelines should be implementable using 
available resources. These findings show that common standards are 
needed to establish an integrated DH system capable of exchanging 
health data for the common good of all. Actually, syntactic interopera
bility can be achieved with these sets of application standards that 
explicitly state data exchange formats to be inbuilt in all DH applica
tions, and capable of being implemented in using any available re
sources. If all applications are developed to share common data capture 
formats, with clear modes of data sharing, then this would facilitate 
common interpretations and use of data received from different 
applications. 

Digital health infrastructure 
The validation results in Table 5 show that most participants strongly 

agreed on the requirements for DH communication infrastructure, 
including; the need to state minimum specifications for acquisition of 
ICT devices (95%); minimum requirements for communication network 
to be used in healthcare (99%); networking protocols, middleware, se
curity and privacy mechanism (94%); administrative, technical and 
managerial actions (100%); terms of zero-rating by internet service 
providers (97%); expected quality of service to support healthcare 
communication (100%); critical areas to be funded and sources of funds 
(96%); and diverse energy sources (97%) to support eHealth. These 
results reflect a belief among DH stakeholders in Uganda that the elec
tronic communication infrastructure is vital to the success of DH in the 
country and therefore more attention should be paid to upgrade it. 

Without a prolificity communication infrastructure whose imple
mentation is governed by agreed upon standards, progress in other DH 
domains will be hampered by slow, insecure, often unavailable network 
of DH communications. 

Discussion 

Results of the validation exercise do support that the derived re
quirements can solve the problems that deter adoption, growth and 
sustainability of digital health implementations in LMICs like Uganda. 
Also, respondents of the validation exercise appreciated the need to 
develop an EA and requisite standards for Uganda’s digital health 
environment. 

Requirements for standardising Uganda’s digital health organisational 
processes 

The requirements for DH organisational process cover the scope of 
user involvement in the design, development and implementation of 
DH, DH governance, compliance framework, monitoring compliance 
with DH standards and guidelines, framework for standardising DH, and 
DH capacity building. The validation responses show that respondents 
agreed with the derived requirements. The positive responses are in line 
with crucial elements of an EA framework proposed by TOGAF [18]; 
fundamental components for electronic data migration strategies by 
data migration experts and scholars [28,29]; and essential DH gover
nance functions and structures [5]. However, the participants were very 
concerned about the DH governance, and suggested that the MoH’s 
DHIM be empowered and provided with resources to govern DH in the 
country. They also suggested that relevant stakeholders be involved in 
DH governance in addition to the MoH DHIM. 

In addition, the validated results also indicate a set of requirements 
for DH workers capacity building to regarding developing, deploying 
and using DH systems with ease in their work practices. Most re
spondents argued for proper staff selection and training. The re
quirements aim to uplift DH worker capacity, which another study 
revealed that it is still in its infancy in peer countries within the East 
African region [30]. Additionally, other studies show that healthcare 
workers in LMICs like Tanzania have several weaknesses in computer 
and informatics competencies and that the majority of the healthcare 
workers had quite limited training for and exposure to DH technologies 
[31]. Training approaches should be planned appropriately to manage 
DH changes in the health sector and plan faculty development [32] 
without overburdening the already overstretched healthcare staff in 
LMICs; therefore, in-service staff should be given priority to train. The 
training contents should be tailored to appropriate DH roles based on 
their positions; notwithstanding the need for MoH to collaborate with 
health training institutions to revise their curriculum to include 
pre-service courses that would prepare suitable digital healthcare 
workers. 

Requirements for standardising Uganda’s digital health data 

Just like other African countries’ attempt to standardise their DH 
implementations to support HIE and improve health outcomes, Ugan
da’s DH strategy [12] points out that the EA approach to standardisation 
would help to solve the interoperability problem, rid itself of the du
plications and reap the benefits of DH in solving health system chal
lenges. The standards do not work in isolation, but are to be aligned with 
other digital policies and guidelines within the country. The DH stan
dards are meant to accelerate attainment of the WHO global strategy 
that promotes syntactic and semantic interoperability with standards as 
a cornerstone of health information that enable sharing of information 
[33] by fulfilling Uganda’s national DH strategic pillar of Enterprise 
Architecture, Interoperability and Standards [12]. 

Studies have shown that some DH standards are informally adopted 

Table 4 
Validation results for digital health applications requirements.  

Requirements for standardising Uganda’s digital health applications Yes No 

Guidelines should specify a common structure for data capture 96% 4% 
Guidelines should specify modes for sharing health data between 

eHealth applications 
99% 1% 

Guideline should clearly stipulate mechanisms for testing and 
evaluating eHealth applications 

99% 1% 

The standards should be explicit about data exchange formats for 
eHealth applications 

99% 1% 

The standards should be implementable using the available 
resources 

98% 2% 

The standards should be well documented and with a clear 
dissemination strategy 

100% 0%  

Table 5 
Validation results for standardising digital health infrastructure.  

Requirements for standardising Uganda’s digital health 
infrastructure 

Yes No 

The MoH should specify min. requirements for health facilities and 
agencies for acquiring ICT devices for digital health 

95% 5% 

Min. requirements for establishing communication infrastructure for 
eHealth should be contextual, ubiquitous and secure 

99% 1% 

The guideline should specify topologies, protocols, middleware, 
security, and privacy mechanisms 

94% 6% 

Guidelines should specify a set of administrative technical and 
managerial actions that should be applied during the life cycle of 
the eHealth infrastructure 

100% 0% 

MoH should establish MoUs that specify terms for zero rating of 
healthcare services by telecommunication service providers 

97% 3% 

MoH should establish MoUs that specify expected quality of service 
to support healthcare communication in Uganda’s healthcare 
system 

100% 0% 

The model should specify critical areas of infrastructure to be 
funded, possible sources of funding and the responsible authorities 

96% 4% 

The guideline should stipulate the sources of energy that are 
applicable to Uganda’s health system 

97% 3%  
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for use in Uganda [14]. Our previous study [14] confirmed that, to date, 
Uganda’s MoH has not formally adopted or contextualised DH standards 
[12]. This has resulted in lack of comprehensive guidelines for sharing 
and exchanging electronic patient data. Even the existing data interop
erability standards mainly apply to the developed world health systems 
and may not be suitable or aligned with the developing world’s health 
systems. Limited resources and weak monitoring and evaluation systems 
[34,35] also influence the extent to which data is collected, analysed and 
used [35]. To solve the problems of fragmented implementations of DH 
systems [4], lack of integrated data sharing [4], and lack of reliable, 
timely and integrated access to patient data [13], LMICs like Uganda 
need to adopt, contextualise or develop standards for DH systems. To 
progress determination of such standards as suitable for Uganda, there is 
need to engage stakeholders to state what they envision for the country. 
To this end, various requirements were derived and validated by DH 
stakeholders in Uganda for developing or contextualisation suitable data 
standards. Respondents’ agreement summarised in Table 3 with the 
statements of the requirements presented in Table 1 subsection B indi
cate the need to fast-track the standardisation activity in Uganda’s 
healthcare system, as previously suggested by [36]. Whereas few re
spondents had concerns regarding some requirements being 
over-ambitious, others found the standards too prescriptive. Such con
cerns could be solved by producing detailed guidelines on the imple
mentation of the standards. 

Requirements for standardising Uganda’s digital health applications 

The requirements for DH applications for Uganda aim to address the 
data collection, processing, and exchange. The requirements are stated 
to address gaps that have resulted in Uganda’s continued adoption of DH 
applications that do not communicate seamlessly with each other. The 
major challenge faced by DH applications in Uganda continue to persist 
as earlier argued in the 2017 eHealth strategy for Uganda[12] and 
re-emphasised in the 2020/21–2024/25 strategy that there are no 
interlinkages between the DH information systems; and that the appli
cations and products are not interoperable and compatible[11]. It is 
important to note that DH health stakeholders in Uganda agreed that in 
addition to meeting requirements for data and infrastructure standards, 
if applications designs follow common guidelines for data capture, 
sharing, and exchange, then interoperability problems would be solved. 

Requirements for standardising Uganda’s digital health infrastructure 

The scope of the DH infrastructure required to support health in
formation exchange extends hardware computing devices, communi
cation network and the supporting electrical energy to power the 
systems. These must be of standardised forms to support data capture, 
processing, storage, and sharing in a timely manner [13]. Accordingly, 
the DH infrastructure standards requirements were derived and vali
dated to align with some of the advances in peer countries in the region 
including Kenya, Tanzania and South Africa [24–26] and practices 
around the world in procuring ICT devices [37] and technologies to be 
used in health [25,37], data backup [38], and secure communication 
[39] among others. 

Overall, despite most respondents agreeing with all the EA re
quirements, a few participants disagreed on some requirements (under 
the different categories of organisational process, data, applications and 
infrastructure) without substantive reasons. The few disagreements 
could be attributed to the fact that Uganda is still developing the eGo
vernment EA framework, which will require alignment to the health 
sector DH EA framework. Nonetheless, all sectoral EAs should always 
align with the country’s eGovernment EA framework to promote a 
balance of individual sector EA solutions with a long-term nationally 
sustainable architectural approach [40]. 

Conclusion 

Despite the numerous implementations of DH technologies in 
Uganda, most have only stopped at the pilot level due to a number of 
challenges. Some have lived beyond donor sponsorship, though with 
interoperability and data use problems. In an earlier study, various 
challenges to DH implementations that continue to hamper success in 
Uganda’s health system were identified. Accordingly, these challenges 
led to the generation of requirements for developing the DH Enterprise 
Architecture Framework for Uganda. DH stakeholders in Uganda vali
dated the requirements, aa such they could facilitate the MoH, Health 
Facilities and DH developers and implementers in developing the EA for 
standardising Uganda’s health system. Establishing a standardised dig
ital healthcare environment will subsequently improve the integration 
of DH systems and deliver efficient, cost-effective, quality, and safe 
healthcare services. These validated requirements which form the 
foundation for creating a DH enterprise architecture for Uganda can also 
be adopted by LMICs with similar challenges to guide development of 
their DH solutions. The set of requirements have been used to develop a 
DH enterprise architecture framework that is hoped to accelerate and 
integrate implementations of DH systems, health data sharing and use in 
Uganda’s health system. 
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